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1. ERGPERENE, B!

C:Program FilesCommon FilesMicrosoft SharedMSInfo{p&#/l 8 /==& +24
F&F}dat

C:Program FilesCommon FilesMicrosoft SharedMSInfo{p&#/l 8 /==& +24
FEFLdI

%windir%{fEt 8 (UF&+#FEF).hip

%windir%Help{fEtl 8 IF& +&FHBF}.chm

thE e RN 314

%sys32dir%{fEtl =3} .exe

i %sys32dirdverclsid.exe 3714

2. AT EMRIVSHRS EhSEX I T IBA R RS IEFISTT
HKEY _CLASSES _ROOTCLSID'B&#l CLSID'InprocServer32 &M 42 R
HKEY LOCAL MACHINESOFTWARECIlassesCLSID'fE#l CLSID' 'fmEX{4E

iz:E3



HKEY LOCAL MACHINESOFTWAREMicrosoftWindowsCurrentVersionEx
plorerShellExecuteHooks
"SERRHYBERL CLSID'

HKEY LOCAL MACHINESOFTWAREMicrosoftWindowsCurrentVersionRu
n

BENFFR WENHEEE
3. WFRALTEHEAREN
AntiVirus

TrojanFirewall

Kaspersky

JiangMin

KV200

kxp

Rising

RAV

RFW

KAV200

KAV6

McAfe

Network Associates

TrustPort

NortonSymantec



SYMANT~1
Norton SystemWorks
ESET

Grisoft

F-Pro

Alwil Software
ALWILS~1
F-Secure
ArcaBit
Softwin
ClamWin
DrWe
Fortineanda Software
Vba3

Trend Micro
QUICKH~1
TRENDM~1
Quick Heal
eSafewido
Prevx1

ers

avg



Ikarus
SophoSunbeltPC-cilli
ZoneAlar
Agnitum
WinAntiVirus
AhnLab
Normasurfsecret
BullguardBlac
360safe

SkyNet
Micropoint
I[parmor

ftc

mmjk2007

Antiy Labs
LinDirMicro Lab
Filseclab

ast

System Safety Monitor
ProcessGuard
FengYun

Lavasoft



NOD3

mmsk

The Cleaner
Defendio
kiseBeheadsreng
lceSword
HijackThis
killbox

procexp
Magicset
EQSysSecureProSecurity
Yahoo!

Google

baidu

P4P

Sogou PXP

ardsys

BRATFAS

KSysFiltsys

KSysCallsys



AVK

K7

Zondex
blcorp

Tiny Firewall Pro
Jetico
HAURI

CA

kmx

PCClear _Plus
Novatix
Ashampoo
WinPatrol
Spy Cleaner Gold
CounterSpy
EagleEyeOS
Webroot
BufferZ

avp
AgentSvr
CCenter

Rav



RavMonD
RavStub
RavTask
rfwcfg
rfwsrv
RsAgent
Rsaupd
runiep
SmartUp
FileDsty
RegClean
360tray
360Safe
360rpt
kabaload
safelive
Ras
KASMain
KASTask
KAV32
KAVDX

KAVStart



KISLnchr
KMailMon
KMFilter
KPFW32
KPFW32X
KPFWSvc
KWatch9x
KWatch
KWatchX
TrojanDetector
UpLive.EXE
KVSrvXP
KvDetect
KRegEx
kvol
kvolself
kvupload
kvwsc
UlHost
lceSword
iparmo

mmsk



adam
MagicSet
PFWLiveUpdate
SREng
WoptiClean
scan32

hcfg32
mcconsol
HijackThis
mmqczj
Trojanwall
FTCleanerShell
loaddll
rfwProxy
KsLoader
KvfwMcl
autoruns
AppSvc32
ccSvcHst
isPwdSvc
symlcsvenod32kui

avgrssvc



RfwMain
KAVPFW
I[parmor
nod32krn
PFW
RavMon
KAVSetup
NAVSetup
SysSafe
QHSET
zxsweep.
AvMonitor
UmxCfg
UmxFwHIp
UmxPol
UmxAgent
UmxAttachment
KPFW32
KPFW32X
KvXP_1
KVMonXP_1

KvReport



KVScan
KVStub
KvXP
KVMonXP
KVCenter
TrojDie
avp.com.
krepair.COM
KaScrScn.SCR
Trojan

Virus
kaspersky
jilangmin
rising

ikaka

duba
kingsoft
360safe
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HKLMSOFTWAREMicrosoftWindows NTCurrentVersionlmage File
Execution Options360rpt.exe

HKLMSOFTWAREMicrosoftWindows NTCurrentVersionlmage File
Execution Options360Safe.exe

HKLMSOFTWAREMicrosoftWindows NTCurrentVersionlmage File

Execution Options360tray.exe



HKLMSOFTWAREMicrosoftWindows NTCurrentVersionlmage File
Execution Optionsadam.exe

HKLMSOFTWAREMicrosoftWindows NTCurrentVersionlmage File
Execution OptionsAgentSvr.exe
HKLMSOFTWAREMicrosoftWindows NTCurrentVersionlmage File
Execution OptionsAppSvc32.exe
HKLMSOFTWAREMicrosoftWindows NTCurrentVersionlmage File
Execution Optionsautoruns.exe
HKLMSOFTWAREMicrosoftWindows NTCurrentVersionlmage File
Execution Optionsavgrssvc.exe
HKLMSOFTWAREMicrosoftWindows NTCurrentVersionlmage File
Execution OptionsAvMonitor.exe
HKLMSOFTWAREMicrosoftWindows NTCurrentVersionlmage File
Execution Optionsavp.com

HKLMSOFTWAREMicrosoftWindows NTCurrentVersionlmage File
Execution Optionsavp.exe

HKLMSOFTWAREMicrosoftWindows NTCurrentVersionlmage File
Execution OptionsCCenter.exe
HKLMSOFTWAREMicrosoftWindows NTCurrentVersionlmage File
Execution OptionsccSvcHst.exe
HKLMSOFTWAREMicrosoftWindows NTCurrentVersionlmage File

Execution OptionsFileDsty.exe



HKLMSOFTWAREMicrosoftWindows NTCurrentVersionlmage File
Execution Options

FTCleanerShell.exe

HKLMSOFTWAREMicrosoftWindows NTCurrentVersionlmage File
Execution Options

HijackThis.exe

HKLMSOFTWAREMicrosoftWindows NTCurrentVersionlmage File
Execution OptionslceSword.exe
HKLMSOFTWAREMicrosoftWindows NTCurrentVersionlmage File
Execution Optionsiparmo.exe
HKLMSOFTWAREMicrosoftWindows NTCurrentVersionlmage File
Execution Optionslparmor.exe
HKLMSOFTWAREMicrosoftWindows NTCurrentVersionlmage File
Execution OptionsisPwdSvc.exe
HKLMSOFTWAREMicrosoftWindows NTCurrentVersionlmage File
Execution Optionskabaload.exe
HKLMSOFTWAREMicrosoftWindows NTCurrentVersionlmage File
Execution OptionsKaScrScn.SCR
HKLMSOFTWAREMicrosoftWindows NTCurrentVersionlmage File
Execution OptionsKASMain.exe
HKLMSOFTWAREMicrosoftWindows NTCurrentVersionlmage File

Execution OptionsKASTask.exe



HKLMSOFTWAREMicrosoftWindows NTCurrentVersionlmage File
Execution OptionsKAV32.exe
HKLMSOFTWAREMicrosoftWindows NTCurrentVersionlmage File
Execution OptionsKAVDX.exe
HKLMSOFTWAREMicrosoftWindows NTCurrentVersionlmage File
Execution OptionsKAVPFW.exe
HKLMSOFTWAREMicrosoftWindows NTCurrentVersionlmage File
Execution OptionsKAVSetup.exe
HKLMSOFTWAREMicrosoftWindows NTCurrentVersionlmage File
Execution OptionsKAVStart.exe
HKLMSOFTWAREMicrosoftWindows NTCurrentVersionlmage File
Execution OptionsKISLnchr.exe
HKLMSOFTWAREMicrosoftWindows NTCurrentVersionlmage File
Execution OptionsKMailMon.exe
HKLMSOFTWAREMicrosoftWindows NTCurrentVersionlmage File
Execution OptionsKMFilter.exe
HKLMSOFTWAREMicrosoftWindows NTCurrentVersionlmage File
Execution OptionsKPFW32.exe
HKLMSOFTWAREMicrosoftWindows NTCurrentVersionlmage File
Execution OptionsKPFW32X.exe
HKLMSOFTWAREMicrosoftWindows NTCurrentVersionlmage File

Execution OptionsKPFWSvc.exe



HKLMSOFTWAREMicrosoftWindows NTCurrentVersionlmage File
Execution OptionsKRegEx.exe
HKLMSOFTWAREMicrosoftWindows NTCurrentVersionlmage File
Execution Optionskrepair.COM
HKLMSOFTWAREMicrosoftWindows NTCurrentVersionlmage File
Execution OptionsKsLoader.exe
HKLMSOFTWAREMicrosoftWindows NTCurrentVersionlmage File
Execution OptionsKVCenter.kxp
HKLMSOFTWAREMicrosoftWindows NTCurrentVersionlmage File
Execution OptionsKvDetect.exe
HKLMSOFTWAREMicrosoftWindows NTCurrentVersionlmage File
Execution OptionsKvfwMcl.exe
HKLMSOFTWAREMicrosoftWindows NTCurrentVersionlmage File
Execution OptionsKVMonXP.kxp
HKLMSOFTWAREMicrosoftWindows NTCurrentVersionlmage File
Execution OptionsKVMonXP_1.kxp
HKLMSOFTWAREMicrosoftWindows NTCurrentVersionlmage File
Execution Optionskvol.exe

HKLMSOFTWAREMicrosoftWindows NTCurrentVersionlmage File
Execution Optionskvolself.exe
HKLMSOFTWAREMicrosoftWindows NTCurrentVersionlmage File

Execution OptionsKvReport.kxp



HKLMSOFTWAREMicrosoftWindows NTCurrentVersionlmage File
Execution OptionsKVScan.kxp
HKLMSOFTWAREMicrosoftWindows NTCurrentVersionlmage File
Execution OptionsKVSrvXP.exe
HKLMSOFTWAREMicrosoftWindows NTCurrentVersionlmage File
Execution OptionsKVStub.kxp
HKLMSOFTWAREMicrosoftWindows NTCurrentVersionlmage File
Execution Optionskvupload.exe
HKLMSOFTWAREMicrosoftWindows NTCurrentVersionlmage File
Execution Optionskvwsc.exe

HKLMSOFTWAREMicrosoftWindows NTCurrentVersionlmage File
Execution OptionsKvXP.kxp

HKLMSOFTWAREMicrosoftWindows NTCurrentVersionlmage File
Execution OptionsKvXP_1.kxp
HKLMSOFTWAREMicrosoftWindows NTCurrentVersionlmage File
Execution OptionsKWatch.exe
HKLMSOFTWAREMicrosoftWindows NTCurrentVersionlmage File
Execution OptionsKWatch9x.exe
HKLMSOFTWAREMicrosoftWindows NTCurrentVersionlmage File
Execution OptionsKWatchX.exe
HKLMSOFTWAREMicrosoftWindows NTCurrentVersionlmage File

Execution Optionsloaddll.exe



HKLMSOFTWAREMicrosoftWindows NTCurrentVersionlmage File
Execution OptionsMagicSet.exe
HKLMSOFTWAREMicrosoftWindows NTCurrentVersionlmage File
Execution Optionsmcconsol.exe
HKLMSOFTWAREMicrosoftWindows NTCurrentVersionlmage File
Execution Optionsmmqczj.exe
HKLMSOFTWAREMicrosoftWindows NTCurrentVersionlmage File
Execution Optionsmmsk.exe
HKLMSOFTWAREMicrosoftWindows NTCurrentVersionlmage File
Execution OptionsNAVSetup.exe
HKLMSOFTWAREMicrosoftWindows NTCurrentVersionlmage File
Execution Optionsnod32krn.exe
HKLMSOFTWAREMicrosoftWindows NTCurrentVersionlmage File
Execution Optionsnod32kui.exe
HKLMSOFTWAREMicrosoftWindows NTCurrentVersionlmage File
Execution OptionsPFW.exe

HKLMSOFTWAREMicrosoftWindows NTCurrentVersionlmage File
Execution Options

PFWLiveUpdate.exe

HKLMSOFTWAREMicrosoftWindows NTCurrentVersionlmage File
Execution OptionsQHSET.exe

HKLMSOFTWAREMicrosoftWindows NTCurrentVersionlmage File



Execution OptionsRas.exe

HKLMSOFTWAREMicrosoftWindows NTCurrentVersionlmage File
Execution OptionsRav.exe

HKLMSOFTWAREMicrosoftWindows NTCurrentVersionlmage File
Execution OptionsRavMon.exe
HKLMSOFTWAREMicrosoftWindows NTCurrentVersionlmage File
Execution OptionsRavMonD.exe
HKLMSOFTWAREMicrosoftWindows NTCurrentVersionlmage File
Execution OptionsRavStub.exe
HKLMSOFTWAREMicrosoftWindows NTCurrentVersionlmage File
Execution OptionsRavTask.exe
HKLMSOFTWAREMicrosoftWindows NTCurrentVersionlmage File
Execution OptionsRegClean.exe
HKLMSOFTWAREMicrosoftWindows NTCurrentVersionlmage File
Execution Optionsrfwcfg.exe
HKLMSOFTWAREMicrosoftWindows NTCurrentVersionlmage File
Execution OptionsRfwMain.exe
HKLMSOFTWAREMicrosoftWindows NTCurrentVersionlmage File
Execution OptionsrfwProxy.exe
HKLMSOFTWAREMicrosoftWindows NTCurrentVersionlmage File
Execution Optionsrfwsrv.exe

HKLMSOFTWAREMicrosoftWindows NTCurrentVersionlmage File



Execution OptionsRsAgent.exe
HKLMSOFTWAREMicrosoftWindows NTCurrentVersionlmage File
Execution OptionsRsaupd.exe
HKLMSOFTWAREMicrosoftWindows NTCurrentVersionlmage File
Execution Optionsruniep.exe
HKLMSOFTWAREMicrosoftWindows NTCurrentVersionlmage File
Execution Optionssafelive.exe
HKLMSOFTWAREMicrosoftWindows NTCurrentVersionlmage File
Execution Optionsscan32.exe
HKLMSOFTWAREMicrosoftWindows NTCurrentVersionlmage File
Execution Optionsshcfg32.exe
HKLMSOFTWAREMicrosoftWindows NTCurrentVersionlmage File
Execution OptionsSmartUp.exe
HKLMSOFTWAREMicrosoftWindows NTCurrentVersionlmage File
Execution OptionsSREng.exe
HKLMSOFTWAREMicrosoftWindows NTCurrentVersionlmage File
Execution Options

symlcsvc.exe

HKLMSOFTWAREMicrosoftWindows NTCurrentVersionlmage File
Execution OptionsSysSafe.exe
HKLMSOFTWAREMicrosoftWindows NTCurrentVersionlmage File

Execution Options



TrojanDetector.exe

HKLMSOFTWAREMicrosoftWindows NTCurrentVersionlmage File
Execution Options

Trojanwall.exe

HKLMSOFTWAREMicrosoftWindows NTCurrentVersionlmage File
Execution OptionsTrojDie.kxp
HKLMSOFTWAREMicrosoftWindows NTCurrentVersionlmage File
Execution OptionsUIHost.exe
HKLMSOFTWAREMicrosoftWindows NTCurrentVersionlmage File
Execution OptionsUmxAgent.exe
HKLMSOFTWAREMicrosoftWindows NTCurrentVersionlmage File
Execution Options

UmxAttachment.exe

HKLMSOFTWAREMicrosoftWindows NTCurrentVersionlmage File
Execution OptionsUmxCfg.exe
HKLMSOFTWAREMicrosoftWindows NTCurrentVersionlmage File
Execution OptionsUmxFwHIp.exe
HKLMSOFTWAREMicrosoftWindows NTCurrentVersionlmage File
Execution OptionsUmxPol.exe
HKLMSOFTWAREMicrosoftWindows NTCurrentVersionlmage File
Execution OptionsUpLive.exe

HKLMSOFTWAREMicrosoftWindows NTCurrentVersionlmage File



Execution Options

WoptiClean.exe

HKLMSOFTWAREMicrosoftWindows NTCurrentVersionlmage File
Execution Optionszxsweep.exe

RS 8ER#AN$EE] C:Program FilesCommon FilesMicrosoft
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5. BBLATEMR, SETERRRESUF

HKEY CURRENT_USERSoftwareMicrosoftWindowsCurrentVersionExplor
erAdvancedHidden

dword:00000002

HKEY LOCAL MACHINESOFTWAREMicrosoftWindowsCurrentVersionEx
plorerAdvancedFolderHidden

SHOWALL CheckedValue

dword:00000000

6. EXUATIRSHEIZESREE Windows BB EFHFNR S BHHIBIXIE

HKEY LOCAL MACHINESYSTEMCurrentControlSetServicesSharedAccess

Start dword:00000004

HKEY LOCAL_MACHINESYSTEMCurrentControlSetServiceswuauserv
Start dword:00000004

7. BBRLATEMZRI, ERPTEHAZ 2T PPServer

HKEY CURRENT _USERSYSTEMCurrentControlSetControlSafeBootMinim



al

{4D36E967-E325-11CE-BFC1-08002BE10318}

HKEY CURRENT_USERSYSTEMControlSet001ControlSafeBootMinimal
{4D36E967-E325-11CE-BFC1-08002BE10318}

8. EMENRBHRIRSSAT start §#{E/9 000000004
HKLMSYSTEMControlSet001ServicesRfwServiceStart: 0x00000004

9. IBEUEMZER, KARFENEH

&2 HKLMSYSTEMCurrentControlSetServiceswuauservStart

#0 HKLMSYSTEMCurrentControlSetServiceswscsvcstart

[Y%E{E9 000000004
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13, TERERESXAEMSUY: autorun.inf §1 BEHF B+ HFERAESSH
R, FHEK
“NoDriveTypeAutoRun” {#mE A LAM RIS oIfFE N &S,
RRIRIIE:
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WEEFRTHE http://download.rising.com.cn/zsgj/orangeaug.com

EWERT

B http://down.www.kingsoft.com/db/download/othertools/DubaTool

AV Killer2.COM
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